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Abstract  
 Due to the advances in computer-based communication and health services over the past decade, the need 

for image security becomes urgent to address the requirements of both safety and non-safety in all 

applications. Methods of authentication and self-recovery of tampered information in digital images have been 

in constant development during the last years. The proposed scheme locates image tampering as well as 

recovers the original image. A host image is broken into 4×4 blocks and LU is applied to figure out the 

transformation in the original image. Then generates the authentication watermarks, which are based on XOR 

operations on non-overlapping blocks, subsequently by using a half toning technique the recovery watermark 

is generated. The proposed half toning technique coded in lower complexity and low power image processing 

capability of proposed framework. To evaluate the quality of the obtained images, the objective criterion of 

peak signal-to-noise ratio (PSNR) and Tampering ratio are used. The experimental results demonstrate the 

effectiveness of our method in comparisons with other schemes reported in the literature, where the quality of 

the watermark images, the quality of the reconstruction images and the recovery rate of each scheme were 

evaluated 
 

Introduction 

 The widespread emergence of computer networks and the popularity of electronic managing of 

medical records have made it possible for digital medical images to be shared across the world for 

services such as telemedicine, tele radiology, tele diagnosis, and teleconsultation. Instant diagnosis 

and understanding of a certain disease as well as cutting down the number of misdiagnosis has had 

extensive social and economic impact, clearly showing the need for efficient patient information 

sharing between specialists of different hospitals. In the handling of medical images, the main 

priority is to secure protection for the patient‘s documents against any act of tampering by 

unauthorized persons. Thus, the main concern of the existing electronic medical system is to develop 

some standard solution to preserve the authenticity and integrity of the content of medical images. 

 

Basic Concepts in Watermarking Scheme 

 The watermarking concept is closely related to two other fields: cryptography and 

steganography. These areas fall under the domain called data security system. Cryptography is a 

method for sending a message in a secure format that only the authorized person can decode and 

read. This is known as a ―secret writing.‖ 
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Figure 1 Security system and different classification of watermarking 

 

Water Marking System 

 Digital watermarking is the procedure of embedding information (i.e., a watermark) into the host 

object in such a way that the watermark image/data can be detected by authorized individuals, for 

assertion of authenticity purposes. The host signal can be a video, audio, image, 3D mesh, etc., while 

the watermark can be a logo, image, serial number, owner‘s ID, name, or any other information 

which shows ownership of the host signal. These signatures are normally converted into a binary 

sequence before being embedding into the host signal.  

 

 

Figure 2 Typical water marking system framework  

 

Existing System 

 In existing system, a fragile watermarking based scheme for image authentication and self-

recovery for medical applications. This scheme locates image tampering as well as recovers the 

original image. A host image is broken into 4×4 blocks and singular value decomposition (SVD) is 

applied by inserting the traces of block wise SVD into the least significant bit (LSB) of the image  

In existing system ,a fragile watermarking based scheme for image authentication and self-recovery 

for medical applications. This scheme locates image tampering as well as recovers the original 
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image. A host image is broken into 4×4 blocks and singular value decomposition (SVD) is applied 

by inserting the traces of block wise SVD into the least significant bit (LSB) of the image pixels to 

figure out the rmation in the original image.   
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Figure 3 Block representation of watermark embedding method 

  

 The host image is divided into small blocks of size 4×4 and the LSB of all these blocks are set as 

zero .This division guides us to calculate the tamper localization information for each block 

separately by the help of SVD operation on each 4×4 blocks. After SVD is computed for each block, 

the corresponding traces   

 

Singular Vector Decomposition   

 Singular value decomposition is a method of decomposing a matrix into three other matrices: 

   

where, 
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 A is an m × n matrix 

 U is an m × n orthogonal matrix 

 S is an n × n diagonal matrix 

 V is an n × n orthogonal matrix 

 where, I is the identity matrix. Using the orthogonality property, we can rearrange (1) into the 

following pair of eigenvalue equations: 

 

                                                                                                               

 

Proposed System 

 This work proposes a new LU decomposed half toning scheme for image authentication and self-

recovery for medical applications. The proposed scheme locates image tampering as well as recovers 

the original image. A host image is broken into 4×4 blocks and LU is applied to figure out the 

transformation in the original image. Then generates the authentication watermarks, which are based 

on XOR operations on non-overlapping blocks, subsequently by using ahaif toing 

 

Figure 4 Proposed architecture 

 

 The proposed scheme locates image tampering as well as recovers the original image. A host 

image is broken into 4×4 blocks and LU decomposition is applied by inserting the traces of block 

wise LU decomposition into the least significant bit (LSB) of the image pixels to figure out the 

transformation in the original image.  

 If an image is stored as a JPEG-image on your disc we first read it into Mat lab. However, in 

order to start working with an image, for example perform a wavelet transform on the image, we 

must convert it into a different format. 

 

Intensity Image (Gray Scale Image) 

 This is the equivalent to a "gray scale image" and this is the image we will mostly work with in 

this course. It represents an image as a matrix where every element has a value corresponding to how 

bright/dark the pixel at the corresponding position should be colored. There are two ways to 

represent the number that represents the brightness of the pixel: The double class (or data type). This 
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assigns a floating number between 0 and 1 to each pixel. The value 0 corresponds to black and the 

value 1 corresponds to white.  

 

Binary Image 

 This image format also stores an image as a matrix but can only color a pixel black or white. It 

assigns a 0 for black and a 1 for white.         \ 

 

Results & Discussion 

Screenshots 

 

Figure 5 Input image 

 Above figure 5 shows input image for our embedding process. In this stage image converted into 

gray scale image and resized to required stage   

 

 

Figure 6 Scrambled and LSB numbered image 

 Above Figure 6 shows scrambled image and LSB renumbered image for our embedding process. 

In this stage image authentication bits are identified using Arnold sampling  

 

Figure 7 Half toning image  
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Figure 8 Received image 

 

 Above figure 8 shows received image after performing tampering   

 

Figure 9 Tamper detected image 

 

 Above figure 9 shows tamper identified image using our authentication bits  

 

Figure 10 Recovered image 

 Above figure 10 shows recovered image by performing LSB zero and LU decomposition  
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Performance Evaluation  

 Below table shows improved SNR calculation before and after embedding and extraction 

 

Table 1 Improved SNR calculation before and after embedding and extraction 

S . No Image set PSNR 

1 1 50.2302 

2 2 51.0662 

3 3 51.1394 

4 4 50.7783 

 

Conclusion  

 Watermarking is a crucial technique in the copy right identification mechanisms of digital assets. 

It is widely recognized as one of the key issues of data copyright protection in this work we 

considered the defect of traditional watermarking schemes, while dealing with the non numeric 

attributes. This project presents a LU and half toning based tamper detection scheme using grouped 

block method to offer more security and provide a supplementary way to locate the attacked areas 

inside different medical images. Two authentication bits namely block authentication and self-

recovery bits were used to survive the vector quantization attack. The usage of authentication makes 

it possible to recover the tampered region from the neighboring blocks, which ultimately increases 

the NCC and PSNR of the recovered host. Presents a LU and half toning based tamper detection 

scheme using grouped block method to offer more security and provide a supplementary way to 

locate the attacked areas inside different medical images. Two authentication bits namely block 

authentication and self-recovery bits were used to survive the vector quantization attack. The usage 

of authentication makes it possible to recover the tampered region from the neighboring blocks, 

which ultimately increases the NCC and PSNR   
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